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1
Decision/action requested

Approve a new key issue on generic end-to-end security for simple battery constrained devices.
2
References

3
Rationale

For simple battery constrained UEs (e.g. for very low throughput MTC devices) sometimes the communication to 3rd party Application Servers needs to be secured, even from tampering and eavesdropping by the 3GPP network operator. The use of a separate security mechanism (such as IPsec) between the UE and Application Server may be too severe for the UE and drain the battery too much. The use of the GBA approach puts too much requirements on the UE (such as the support of ISIM, the support of HTPP Digest AKA, the support of separate interface to the Application Server, etc.).
It is proposed to add the following Key Issue to the TR searching for an end-to-end security solution (between UE and Application Server), that is suitable for simple battery constrained devices. For this Key Issue it is assumed that any pre-shared key in UE and Application Server (should they be used in the solution) cannot be compromised. For instance such keys may be stored in a tamper-free part of the UICC.
4
Detailed proposal

*** Beginning of Change ***

5.X
Key Issue #X: Generic battery efficient end-to-end security

5.X.1
Issue details
In case of a simple battery constrained UE that communicate to a 3rd party Application Server, it may be needed to enable end-to-end security (i.e. between UE and Application Server) that:

· is not requiring the GBA requirements on UEs (e.g. support of ISIM, support of HPPT Digest AKA protocol, support of a NAF specific application protocol, support for a separate interface between UE and Application Function, etc.);
· is battery efficient, i.e. 
· is not requiring the UE to be involved in additional security related message exchange on top of the basic 3GPP security signalling needed for getting authenticated access to the 3GPP home core network;
· can make use of the existing PDU session via the 3GPP home core network, and hence does not require separate communication connections between UE and Application Server;
· does not allow the (3GPP) network operator to tamper with the communication and to eavesdrop on the communication between UE and Application Server;
For this key issue it is assumed that any pre-shared keys available in both UE and Application Server will not be compromised.
5.X.2
Security threats
Without end-to-end security the 3GPP network operator(s) supporting the communication between the UE and Application Server may eavesdrop on this communication and manipulate this communication.

5.X.3
Potential security requirements
The solution shall support simple UEs, i.e. UEs without ISIM, without HTTP Digest AKA support.

The solution shall support UEs that are battery constrained, i.e. based on a minimal extension of existing security related signalling.

The solution shall support UEs without direct connectivity to Application Servers.
*** End of Change ***

